February 22, 2018
Camrose Public Library

Online Safety 3: Spam, Scams & Pop-Ups
Scam vs. Spam
Scam: A fraudulent and often illegal
business scheme

Spam: Unwanted and annoying
emails; often-called junk. Many
scams are orchestrated through
spam emails.

Common Email Scams
1.
2.
3.
4.

Phishing
Nigerian 419 Scam
Lottery Scam
Guaranteed loan or credit card

5. Disaster relief scam
6. Travel scam
7. “Make money fast” chain email

Email and Spam
 If you didn’t request it, get rid of it!
 Is the email too good to be true? Remember, nothing is free!
 Look out for spelling mistakes, bad grammar, strange links and the sender’s
email address
 Never open attachments or follow links from a suspicious email
 If in doubt, call the sender. Don’t respond to the email
 Add the suspicious email to your spam/junk folder
How to Mark Email as Spam
 Depending on what email provider you use, you can mark emails as spam
so they don’t show in your inbox
 You can easily look up the steps for marking spam by using the Internet
o Using Google or another search engine, search for “email provider
(ex/ Telus, Outlook etc.) how to mark email as spam”
o You may need to see if there are different steps for different devices
(ex/ iPad vs. Android tablet)
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Common Scams
Personal Emergency Scam
A message that appears to be from someone you know saying they are in distress.
Find another way to verify if it is true, such as reaching out directly to the person.
You Owe Money Scam
If you hear from a bill collector or a government agency about money “owed” by
you or a family member, don’t respond unless you are certain it’s legitimate.
Contact the agency directly.
Online Dating Scam
Use a reliable and well-known dating website. When you meet someone online,
watch out for red flags:
 If someone claims to be very young or wealthy
 If they use a picture that looks like it came from an advertisement
 If they pressure you to leave the dating site and want you to communicate
by text or email
 If they profess instant feelings of love
 If they are never able to meet you face-to-face
 If they ask you to send money
Facebook Messenger Scam
If someone who is your friend on Facebook sends you a link or video, asking if it is
you in the video, this is a scam. Do not open the message or follow the link. The
message is often malware or steals your Facebook login information,
automatically sending the same hoax message to your list of friends.
If you do open the message, you need to secure your account.
 Let your friends know not to open anything sent by you
 Reset your password
 Do an antivirus scan on your device and any needed updates
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Infected Computer Scam





Keep your device up to date!
If you are unsure if an update is legitimate, call the organization
Or, take a picture and ask someone
If a popup window is flashing, uses panic-inducing language or loud audio,
don’t click on it
 Turn off your device and talk to a tech expert

What To Do If You Are Hacked
 Turn off your device
 Report it
o Contact local police and file a report
o Notify the Canadian Anti-Fraud Centre
o Contact your bank and credit card company
o Contact the national credit bureaus and place a fraud alert on your
credit report
 Reset Passwords
 Update your device and do a security scan
 Let friends and family know

